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Learning Objectives • Introduce the fundamentals and impact of malware on computing systems. 

• Explain malware behavior, types, and basic classification methods. 

• Demonstrate safe handling and containment of malicious code. 

• Train students in core static, dynamic, and basic reverse-engineering 
techniques. 

• Emphasize ethical and responsible practices in malware analysis. 

Learning Outcomes Students completing this course will be able to: 

• Understand malware as a key cyber-security threat and recognize its impact 
on systems. 

• Observe and interpret basic malicious behaviors during analysis. 

• Extract useful indicators and forensic artifacts from malware samples. 

• Apply introductory static and dynamic analysis techniques using safe 
environments and standard tools. 

• Demonstrate awareness of defensive strategies and ethical responsibilities in 
malware analysis 

Contents of the course 

(With approximate 

break-up of hours for 

L/T/P) 

Foundations of Malware - Introduction to Malware, Evolution and Motivation, Malware 

Terminology and Components, Basics of OS and Windows Internals for Malware 

Analysis, Threat Landscape and Real-World Case Studies, Virtual Machines and Safe 

Lab Setup Basics. (6L) 

 

Malware Classification and Behavior Analysis - Malware Types and Characteristics, 

Infection Vectors and Payloads, Persistence Mechanisms, Process and Service 

Manipulation, Anti-Analysis Techniques (Anti-VM, Anti-Debug), Behavioral Indicators 

and IOC Identification, Sandbox-Based Observation of Malware. (8L) 

 

Static and Dynamic Malware Analysis Techniques - PE File Structure and Metadata 

Analysis, Hashing and Triage Techniques, String Extraction and Import Table 

Interpretation, Basic Code Reading and Disassembly Tools, Monitoring System Changes 

during Execution, API Call Tracing, Handling Packers and Basic Unpacking Techniques. 

(10L) 

 

Malware Reverse Engineering and Debugging - Assembly basics, debugging workflows, 

shellcode analysis, payload recovery, Introduction to Kernel-Level Malware and 

Rootkit Detection Methods. (8L) 

 

Forensics and Defense Strategies - Signature vs. Behavior-Based Detection 

Techniques, Malware Detection Rules using YARA, AI-driven Malware Classification 

and Detection, Network Traffic Analysis for Threat Indicators, Memory Forensics with 



 

Volatility, Anti-Evasion and Counter-Defense Techniques, Incident Response and SOC 

Workflows, Ethical and Legal Aspects of Malware Handling. (10L) 

 
 
 
Practice Component [28 Hours]: 

  

Establishing a Safe Malware Analysis Lab - Setup of isolated virtual environments, 

system snapshots, and secure handling tools for controlled malware experimentation. 

(2P) 

Dissecting Malware through Static Analysis - Examination of PE file structures, 

metadata, hashes, and string indicators to infer functionality without execution. (2P) 

Exploring Malware Behavior Dynamically - Observation of malware activity within a 

contained sandbox—tracking processes, registry changes, and file system alterations. 

(2P) 

Unpacking Code Logic via Ghidra and Debugging Tools - Performing reverse 

engineering, control-flow tracing, and payload examination using Ghidra and 

lightweight debuggers. (3P) 

Investigating Network and Memory Artifacts - Capturing and analyzing malicious 

network traffic using Wireshark and performing memory forensics with Volatility for 

rootkit detection. (2P) 

Crafting YARA Rules and Linking with IDS - Developing and testing YARA signatures, 

mapping behavioral indicators to IDS alerts for automated malware detection. (3P) 
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